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AKUA € BiAMIHHMM BiJ GOpPKHMKA, TaKWMM CMAJKOEMELb He
Hece BiAMOBifa/IbHOCTI Nepej inoTeKoAep:KaTesieM 3a BU-
KOHaHHA OCHOBHOrO 3060B’s13aHHSA, asie y pasi Moro nopy-
LIEeHHA GOPXKHMKOM BiH BiaNoBiJa€ 3a 3a10BO/IEHHA BUMOI
inoTekoaeprkatena B Mexax BapToCTi npeameTa inoTeku.
AKLLO 6OPKHMK Ta inoTeKoAaBeLb - 0Ha M Ta caMa 0coba,
TO NicnA i CMepTi A0 CNagKOEMLA NEPEXOAATb HE IULLE NP
aBa Ta 060B’A3KM iNOTeKoAaBLA, a M 060B’ A3KM 32 OCHOBHMM
3000B’A3aHHAM Y MEXax BapTOCTi CMaZKoBoro marmHa. OTxe,
npasuna ctatTi 1281 LUK YKpaiHu woao cTpoky npea’ sBnex-
HA KpeaMTOPOM CNajKoAaBLUA BMMOP A0 CMajKOEMLIB He
3aCTOCOBYIOTbCA 10 30608’ A3aHb, 3ab6e3neyeHux inoTeKoto.

BucHoBKM. TakMm YMHOM, NpaBoBa Npupoja npas no-
pyuMTENA, SKMM BUKOHAB 3060B’A3aHHSA, NOJArAE y TOMY,
WO Yy HaCNiZOK BMKOHAHHA Nopy4MTenem 3060B’A3aHHA A0
HbOr0 y NopsAKy cybporadii nepexofAatb NpaBa KpeamTopa
B 06CA3i, HaZaHOro NopyYMTeNieM AN 3a0BOIEHHA BUMOT U
Kpeautopa. To6To 34iMCHIOETLCA Nepexis npaBa BUMOrM Bij
KpeauTopa Ao nopyuutens (3amiHa KpeauTtopa B 30608’ f-
3aHHi) 3 yciMa nNpaBoBMMM HacNiAKamu, WO BMMIMBAKOTL 3
BMMOI [0 YMOB i HacniaKiB Takoro nepexogy Ta YMHHOrMo
UMBiNIbHOrO 3aKOHOZABCTBA.
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OCOBJIMBOCTI KPUMIHANIbHOI PO3BIAKU 3 BIAKPUTUX
AYKEPEN AK IHCTPYMEHT 36MPAHHA ONEPATMBHOI
IHOOPMALLIT

Cmamms npucsayeHa JoCNiOKEeHHIO NUMAHHA KPUMi-
Ha/IbHOT po3B8iOKU 3 3a2a/1IbHOO0CMYNHUX BIOKpUMUX OxKe-
pes iHpopmauyit, ak Halibinbw cy4acHoi ma 80OCKOHANEHOT
MemoOUKuU 8 3anobizaHHi, suasneHHi U Helimpanizayii
3/104UHHOCMI. Po32na0aombca mepmiHu “KpuMiHaibHa
po3sioka”, “po3sidysansbHa iHpopmayis” ma “po3sioka 3
BiOKkpumux Oxepen”.

Knro4vosi cnosa: KpumiHasibHa po3sidka, Kibepnpocmip,
BiOKpumi Oxepena iHpopmauii.

CmameA nocsAwjeHa uccaed08aHU0 80NpPoOcCa Kpu-
MUHa/IbHOU passedku ¢ 0b6wjedocmynHbIX OMKPbIMbIX
UCMOYHUKOB UHOopMayuu, Kak Haubosiee cospemeHHoU u
cosepleHHol MemoduKu 8 npedomapaleHuU, 8bisseHuUU
u Helimpasusayuu npecmynHocmu. Paccmampusaromcs
MmepMUHbI “KpUMUHA/IbHaA pa3sedka”, “pa3sedbisamelib-
Has uHgpopmayua”, “pazsedka c OMKPbIMbIX UCMOYHUKOB
uHgopmayuu”.

Kniodesble cnosa: KpumMuHanbHasa passedka, Kubep-
NpocmMpaHcmso, OMKpPbIMble UCMOYHUKU UHGHOopMayuu.

The article investigates the issue of criminal intelligence
from publicly available open sources of information, as the
most modern and advanced techniques in the prevention,
detection and neutralization of crime. We consider the
terms “criminal intelligence”, “intelligence information”,
“intelligence from open sources of information”.

Keywords: criminal intelligence, cyberspace, open
sources of information.
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Icmaiinos K. 10.
CbOroZHi MOXHa C YNeBHEHICTI0 CTBepAKyBaTH, LU0

CyyacHe yKpaiHCbKe CyCninbCTBO SBJIAE COBO CYCNiIbCTBO
iHdopMaLiMHMX TEXHONOrIM, IKe BUKOPUCTOBYE Y MOBCSK-
AEHHOMY KMTTi KOMM’IOTEPHY TeXHiKy, Mepexi 3B’A3Ky,
MOGiNbHI 3ac06M KOMyHiKaLii Ta iHWi TexHiuHi 3acobu. bes
iHopMaLifHKMX TEXHONOTIM HE MPOXOAUTb KOAHMM AeHb
CYYacCHOT JI0AMHM, L0 3aKOHOMIPHO NpM3Beo A0 iHTerpauii
YKpaiHM [0 €AMHOrO CBIiTOBOrO KibepnpocTopy, B AKOMY
KOXXEH MOXKe OTpUMaTWM A0CTyn o 6yAb-aKoi iHdopmalii
B 6yAb-AKiM Touyui naaHeTH, 3A4iMCHIOBATM AMCTaHUiMHO
ynpaBAiHHA BJlACHMMM paxyHKamMM Ta yKknajatu 6yab-aki
yroau 6e3 ocobMcToro KOHTaKTy Ta iHwWi onepauii, cnucok
AKMX 3POCTAE 3 KOXKHUM JHEM.

3a OCTaHHIMM JaHMMM CbOroAHi AocTyn A0 IHTepHeTy
MatoTb 46 % [OMOrocnofapcTB CBiTY, TOAI AK Y MUHYJIOMY
poui uen nokasHuk 6ye 44 %, a B 2010 poui - Bcboro 30 %.
B uncnoBoMy ekBiBaneHTi MaloTb JOCTyn A0 IHTepHeTy 3,2
MApA. Ntofen (43% ceiToBoro HaceneHHs). 3adikcoBaHo, Lo
NpoTAroM 5 pokKiB YMCNO KOpUCTYyBaYiB IHTEpHETOM B Kpa-
iHax, WO po3BMBalTbCA, 36iblMAOCL B 2 pa3u. MokpuTTa
HaceneHHAa Mepexamn 3G 3pocia 3a YOTUPU POKK 3 45 %
[0 69 %. 3rigHo 3BiTY MiXKHapoAHOro CO3Y e/1eKTPO3B’ A3KY
YKpaiHa 3a NOKa3HWKOM PO3BUTKY iH(OPMaLiMHO-TENIEKOMY-
HiKaLiMHMX TexHonoriM 3amMmae 79 micue (B 2010 poui - 69)
3 iHAeKcoM po3BMTKY 5,23 (B 2010 poui - 4,41) [1, c. 2-5].

36inblUEHHS KOPUCTYBaYiB CBiITOBOK MEPEKEI 3YMOBM/IO
3HayHe 3pOCTaHHA KiNbKOCTi 3104MHIB, AKi BUMHAIOTHCA B
KibepnpocTopi, TUM 6Ginblue YKpaiHa HanexuTb A0 KpaiH,
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L0 PO3BMBAETLCA B iHDOpMaLiMHOMY NpocTopi, TOMy 36i/1b-
LUYETbCSA PU3UKM 3/TOBXKMBAHHAM iHHOPMaLIIMHMMM Ta KOMY-
HiKaLiMHUMM TEXHONIOTIAMM B 3/TOYMHHMX a60 THWIMX Linsax.

KibepnpocTip xapakTepu3yeTbCAa TPpbOMa OCHOBHUMM
03HaKaMM: Ue iHdopmaUuifHMI NpoCTip; KOMYHiKaTUBHE
cepefioBMLLE; TaKUM, L0 YTBOPIOETLCS 3a AOMOMOrol TeX-
HiYHMX cUCTeM [2, c. 216].

Y 3B’A3KY 3 TMM, LLO BiATENEP CKOEHHA 3/104MHY HE Mo-
Tpebye nonepeHboi 0COBMCTOro KOHTAKTY 3 MOTEHLiMHO0
)eptBoto. KibepnpocTip cTaB micuem Ta B TOM e Yac M
6e3nocepeHbo iIHCTPYMEHTOM 3/104MHY. Y cdepi Teneko-
MYHiKauiM HaM6inblW NOWMPEHUMM MPABOMNOPYLIEHHAMU €
34iMCHEHHA NiANPUEMHMUbBKOT AisNbHOCTI 6€3 OTpUMaHHS
NiueHsii abo nopyLleHHA yMOoB JilleH3yBaHHA. Kpim Toro, oa-
Hi€10 3 HAMMNPMOBYTKOBILLMX NOC/YT Ha TE/IEKOMYHiKaLiMHOMY
PUHKY € 3aKiHYeHHSA MiXHapoaHoro TenedoHHoro Tpadiky.
MpaBoNOpYLUHMKM, HE MalouM 3aKOHHMX NiACTaB Ha HaJaHHA
noc/yr 3B’ A3Ky Ta BUKOPMCTOBYIOUM CydacHi TexHoorii (Ha-
npuknazg, TexHonorito IP TenedoHii), HagaTb aboHeHTam
TenedoHHOT Mepexi 3arajibHOro KOpUCTYBaHHA MOCAYrm
ANA 34iMCHEHHA MiXKHapoAHOro TenedoHHOro Tpadiky. Tum
6inbl 6araTto NOcAyr iHTEpHeTY 3acCHOBaHi Ha 3apy6ikHMX
nocayrax, Hanpuknaaz noctadasbHUKU MOCAYr XOCTUHIY
MOXXYTb 3anporoHyBaTH OpeHAyBaTH Be6-NPOCTip B OAHIMN
KpaiHi, Matoum anapaTHi 3acobu B iHWiM KpaiHi [3, c. 214].

ToMy BpaxoByHOUM 0COBIMBOCTI 3/104MHIB y cdepi iHdop-
MaLiMHO-KOMYHIKaLiMHUX TEXHOMOriM, BaXK/MBE 3HAYEHHSA
[Ns pe3ybTaTMBHOCTI iX ONepaTUBHOI0 JOKYMEHTYBaHHA MaE
B3aEMOZiA OnepaTUBHOIO NiApo3/iay BHYTPiLLIHiIX CrpaB Ha BCiX
piBHAX, Y TOMY 4MC/i i3 NpefcTaBHMKaMM NMPaBOOXOPOHHUX
opraHiB iHWMx KpaiH [3, c. 518-519]. Tum 6inbw npobnema
pOo3CnifyBaHHA Kibep3/104MHIB Ta KibepbesneKn CboroZHi € oa-
Hi€lo 3 HaMaKTyasIbHiLMX Y cpepi NPaBOOXOPOHHOT AiA/IbHOCTI.

MUTaHHA KpUMiHaIbHOT pO3BiAKM AOCAIAXYBanM NpoBiaHi
BiTUM3HAHI HayKoBLUi, Taki sk C.B. Anbyn, O.M. baHaypkKa,
M.M. Bogbko, M.J. Tpi6os, A.lI0. KoHapatbe, 0.€. Ko-
pucTiH, A.M. Hukudopuyk, M.A. Moropelbkuii, B.B. LLeH-
[PVK, Ta iHo3eMHi daxiBui X. bpenai, Ax. pie, A. KapTep,
M. MeTepcoH, K. Pocci, B. Cumosmub, M. Cnepoy, ®. ®opTiH.
OKpeMi acneKktu 3ailMcHeHHA NpoTHAIT Kibep3NoYMHHOCTI
po3riAaganmMcb TakMMKM HayKoBUAMM, AK M.O. BygakoBuMm,
B.M. byty3oBum, P.A. KantoxkHnm, H0.€. MaKcMMeHKo,
B.B. MapkoBuM, A.l. MapywaKkom, .B. HoBuubkmm, A.O.
YepeaHWYeHKO Ta iHO3eMHMMM daxiBuamu /. baHicapom,
T. bneHtaHoMm, K. OcakBe, A. Po6epTom Ta iHWMMM.

B ocTaHHiM Yac HabyBa€ MOMyAAPHOCTI MPOBaAMKEHHSA
NpaBOOXOPOHHMMM OpraHamm 3apybiKHMX KpaiH KpUMiHab-
HOT PO3BiZKM, AKa € 6iNbLl BAOCKOHA/IEHOK METOAUKOI B MO-
nepezXeHHi Ta NPOrHo3yBaHHi 3/I04MHHOCTI. 3aBAAKM Came
TaKil AifNbHOCTi HAKOMMYYETLCA PO3BiAyBasibHA iHGopMaLis
Ta BXXMBAKOTbCA Aii NPEBEHTMBHOIO XapaKtepy [4, c. 345].

BaxknnBMM Ta e(PEKTUBHMM KPOKOM A/1a YKpaiHu 6yno
patudikauia KoHBeHUiT Npo Kibep3n104nHHICTb [5], AKka cno-
YyaTKy pospobnsnacsa Ans AeprkaB EBPONENCbKOro Cotsy,
npoTe 3 POCTOM CYCMisIbHOI He6e3neKkn Kibep3N0YMHHOCTI
Oysla BU3HaHa i iHWKWMKM KpaiHaMM1, fIKi 0 Hel npueaHaNm-
ca: T nign1canu 46 KpaiH, BKIKOYaUM 4 KpaiHM, AKi He €
yneHamu Pagu €sponu, i 23 3 HMX Bke paTUdikyBaM ii.
Pedopmmn no 60poTb6i 3i 3104MHHICTIO B IHTEpHET Mepei,
AKi 6a3yloTbCA Ha KepiBHMX NpMHUMMax KoHBeHUii, 3aiMcHI0-
10TbCA TAKOX B ApreHTuHi, bpasunii, €runTi, IHAiT, Hirepii,
MakucTaHi 1 dininniHax [3, c. 88].

B NpaBOOXOPOHHMX OpraHax 3axiHMX Aep¥aB iCHYIOTb
cneuianbHi nigpo3ainum, Wo 34iMcHI0Tb po3BigKy Ha OCHOBI
BiAKpUTMX Axepen iHdopmauii (Open Source Intelligence -
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OSINT), HanpuKknazg Taky AisbHiCTb 34iMcHI0TL: Scotland
Yard OSINT, Royal Canadian Mounted Police OSINT, OSINT
unit of New York Police Department, OSINT unit of the Los
Angeles County Sheriff’s Department, 6putaHcbka BBC
Monitoring, i3painbcbKui XaTcaB, aBCTpanilcbke Ynpas-
NiHHA HauioHanbHKX ouiHoK) [6], [7, c. 38].

Ana akicHoro 3’AcyBaHHA TepMiHoMOriT “KpuMiHasibHa
PO3BiZKa 3 BiAKPUTUX AxKepen” po3rsisHeMO 6i/lbLl JeTalbHO
noHATTA “KpMMiHasibHa po3BigKa”, “po3BigyBanbHa iHDOP-
mauis” Ta “po3BigKa 3 BiAKpUTMX gxepen”.

KpumiHanbHa po3Bsigka - ue ¢opma BHYTPIiLHbOT po3-
BiAKM, BUA AiANbHOCTI Aep)KaBHMX OpraHiB, cneuiasibHO
CTBOpPEHUX ANA 60pOTbOM 3 OpraHizoBaHOK 3/104MHHICTIO,
AIKA 3AIMCHIOETBCA LWIIXOM BUKOPUCTAHHSA CUCTEMM PO3BiaY-
BaJIbHMX, NOLIYKOBMX, iHopMaLiMHO-aHaNiTMYHUX 3aX0A4iB,
Y T.4. i3 3aCTOCYBaHHAM ONepaTMBHUX Ta ONepPaTUBHO-TEX-
HiYHMX 3ac06iB, CNPAMOBAHMX HA CBOEYACHE 3amnobiraHHs,
BMSIBJIEHHA i HeMTpanisauilo peasbHUX Ta NOTEHUiMHMX
3arpo3 HauioHa/lbHMM iHTepecaM YKpaiHu Big opraHizoBaHo1
3/I04MHHOCTI, MOLUMPEHHA KOPYNUii B OpraHax JepasBHoi
B/1aAM, 3POLLEHHA 6i3Hecy i NoNiTUKK;

MeToto KprMiHaIbHOT PO3BiJiKM € CBOEYACHe 3anobiraH-
HA, BUABJ/IEHHA M HEMTpanisauia peasibHUX Ta NOTeHUiMHMX
3arpos HauioHa/IbHMM iHTepecaM YKpaiHu Bif opraHizoBaHo1
3JIOYMHHOCTI, MOLUMPEHHA KOpynuil B opraHax AepyaBHOi
BJ1IaJiM, 3POLUEHHSA 6i3Hecy Ta nonitmkm [8, c. 139].

Bikineais Hasae Take 6a30Be BM3HaYeHHA po3BifyBasib-
Hoi iHdopMaLii (po3BigyBasibHi BizoMocTi) - Le 06pobeHa,
npoaHasniloBaHa Ta/abo nowupeHa iHdopMauia, AKka BU-
KOPMCTOBYETHCA 3 METOI NMPOrHO3YBaHHA, NonepeaxKeHHsA
abo cnocTepexeHHA 3a KpUMiHa/lbHOW aKTMBHiCTIO [9].
AK MOXXHa M06aYMTH 3 HaBEAEHOrO BU3HAYEHHSA, 3a CBOEID
CyTTiO po3BigyBasibHa iHdOopMaLia € ayxe NoAiGHUM [0 3a-
CTOCOBYBaHOI0 Ha TeEpeHax NoCcTpajAHCbKMX KpaiH TepMiHy
“onepaTMBHO-pO3LLYKOBa iH(opMaLia”.

BianosigHo [0 aMepurKaHCbKoi IHCTPYKLUiT 3 opraHisauii
po60TH 3 BiAKPUTHX JxKepen iHdopmaLii B po3BigyBanbHUX
LiIAX, OCTaHHA ABNSE COOOI0 OAHY 3 BU/iB BOEHHOT PO3BiAKM,
AIKa NpU3HaYeHa A5 NoLyKy, 360py Ta aHasidy iHpopmauii
3 3araJibHoZoCTynHMX axxepen [10].

3akoH CLLA “National Defense Authorization Act for Fiscal
Year 2006” BM3Ha4a€ poO3BiAKY 3 BiAKPUTUX IpKEPEN AK PO3BiAKY,
1110 3[IMCHIOETBCA LLIAXOM 360pYy, 06p0o6KM Ta nepeaadyi LiboBo-
My agpecarty iHdopmallii 3 3ara/lbHOAOCTYMHWUX BIAKPUTUX JKe-
pen 3 METO BUPILLEHHS KOHKPETHMX 3aBAaHb po3Biaku [11].

Po3BigKa 3 BiaAKpUTUX Axepen - ue 3aBXau cneumudivyHa
iHcdopMmaltis, 3i6paHa i CTPYKTypoBaHa 0COBIMBUM YUHOM AJIS
BiZANOBiZi Ha KOHKPETHi 3anMTaHHA. Y CnpoLeHOMY BapiaHTi,
JaHW TepMiH cTocyeTbes iHdopMallii, Wo He Mae rpudy
“TaeEMHO”. Po3BigyBasibHe criiBToBapucTBo CLUA (Intelligence
Community) BU3HaYaE TaKy iH(OpMaLlito SK 3arasibHOA0CTYM-
HMIM MaTepias, Lo MOXKE OTPUMATU KOMKEH 3aKOHHUM LLJTSIXOM
yepes 3anuT, KymMiBJIio UM CriocTepexkeHHs [12, c. 257-258].

Ha nocTtpaasHCcbKOMy npocTopi TepMiH “po3Bigka 3
BiAKPUTUX AxKepen” y npsAMin iHTepnpeTauii He BUKOpMCTO-
ByeTbCA. BoaHouac B 3akoHi YkpaiHu “lpo iHdopmauin”
HaBOAMTbCA BU3HAYEHHA TepMmiHy “iHdopmauia” Ta Haga-
€TbCA Knacudikauia goctyny ao iHpopmauii. Tak, “iHdop-
mauia” - ye 6yab aki BigomocTi Ta/abo AaHi, sKi MOXKYTb
6yTH 36eperkeHi Ha MaTepianbHUX HOCisSIX abo Bifo6pakeHi
B €/IEKTPOHHOMY BMIrAs4i. 3a NOpAAKOM A0CTyny iHpopma-
Lia noAinAeTbCcA Ha BiAKpUTY iHdopMauio Ta iHdopmaLito
3 06MEKEHMM AOCTYMNOM, NpUYOMY, Byab-siKa iHdopmalis
BBaXKA€ETbCA BiJKPMUTOO, KPiM Ti€l, L0 BigHECEHa 3aKOHOM
[0 iHdopmalii 3 06MeKeHMM A0CTyNoM. LM ke 3aKoHOM
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JAETbCA BM3HAYEHHA TepMiHy “MacoBa iHdopmauia”, nig
AKOI PO3yMieTbCA iHDOpPMaLif, L0 NOWMPIOETLCA 3 METO
1 JoBeAEHHA A0 HeobMeXKeHoro Kosa ocib [13].

Pasom 3 TMM, y T/lyMa4yHOMY C/JIOBHMKY YKPAIHCbKMX Tep-
MiHIB HAaBOAWUTBLCA TaKe BM3HAYEHHS TepMiHy “iHdopmalia 3
BiAKpUTUX Axkepen” - ue iHdopMauis, Aka npusHayeHa ans
rPOMAACLKOCTI; iH(opMaLlisl i3 30BHILLHIX AxKepen, HanpuKkaag,
TaKMX SIK HayKoBa NiTepatypa; odiliMHa iHbopmaLis; iHdop-
mauifl, Wo BMAAETLCA FPOMAACbKMMM OpraHisalisiMm, Komep-
LiMHMMKM KOMMNaHiaMK i 3acobamm MacoBoi iHdopmauii [14].

Po3Bigka 3 BigkpuTHx gykepen iHpopmauii BiapisHAETbCA
BiA iHWMX BMAIB pO3BiAKM B nepuly yepry cneundiyHoo
KaTeropi€l TexHiYHWX i NACbKMX pecypciB, a no-apyre
- JpKepenamMu oTpUMaHHA iHdopmauii Ta MeToam ix 36opy.

Po3BigKka BiKPUTMX [Kepen € 3HavyWuM HamnpAMOM
pO3BiZlyBa/IbHOT Aif/IbHOCTi, IKMM iHTErpoBaHUM B yBECH PO3-
BiZlyBasIbHWM UMK/ 418 rapaHTik noBHOT noiHopMoBaHOCTi.
Ha BigmiHy Bia TaeMHOI iHopmauii, nepeBipeHy iHdopma-
Uito 3 BIJKPUTUX [XKEepesi MOXJIMBO PO3MOBCIOXKYBaTH Ta
BMKOPUCTOBYBaTM 6€3 3acTOCyBaHHA BignoBiaHuX rpudis,
WO AaE 3Mory 34iMcHIOBAaTM 06MiH TaKol iHdbopMalieto,
OCKiNIbKM npu i 406GYyBaHHi HEe BMKOPMCTOBYIOTbCA MPUXO-
BaHi MeToAM Ta CeKpeTHi axepena. Ane cnif 3asHauuTy,
O MOXJIMBO BMKOPWUCTOBYBATHU SiMLe iHdopMauilo, a Hi
aHaNiTUYHY JOBiAKyY 3 Ui€l iHdopmaulii.

Taka po3BizKa Habpasia MoNyAAPHOCTI 3a OCTAHHE Aecs-
TUNITTA. HecTabinbHa BiMCbKOBO-MoNiTMYHA Ta (hiHaHCOBO-€e-
KOHOMiYHa OBGCTaHOBKA, HOBi 3arpo3u (pi3HOro xapaktepy
KPW3M, TEpOpM3M), CTpiMKe 36i/blueHHs iHpopmMaLiiHOro
MOTOKY, 3pOCTaHHA poi Ta LiHHOCTI iHopmaLlii AK TaKoi -
BCE Le CTas10 MPUYMHOI0 aKTUBI3aLil 3ycunsib po3BiayBasibHOrO
CniBTOBapUCTBa A/ NEPEOLiHKM 3HAa4YEeHHA TaKol PO3BiZKM.
CboroZHi BMHMKaEe notpeba y BiaAxoAi Bif KOHCepBaTUBHOIO
ayZMTOPHOro “HaynTyBaHHA” KNACUYHMX, AOrMaTUYHMX
KOHCTPYKLiM, KaTeropii i 3aiieonorisoBaHmnx nosuuin. IHTeH-
CMBHICTb PO3BMTKY iH(OpMaLiMHMX NpoLeciB y CycninbCTBi,
nporpaMHMX Ta anapaTHMX 3acobiB, AOCTYMHICTb Mepexi
IHTepHeT, 36inbleHHA iHdopMaLiMHOro NOTOKY BiAKPUTOI
iHdopMaLlii cnpusaan BUBeAEHHIO Po3BiaKM Ha 6a3i BiAKPUTMX
JKepen Ha HaNleXKHWM piBeHb i 3po6MM i Lwe 6iNblu akTyaslb-
HO0 Ta HeobxiaHot [15, c. 67]. MNMoeaHaHHA Ta 3aCTOCYBaHHA
Pi3HOMaHITHMX TEXHOJIOTIM Ja€ 3MOry onepaTMBHUM CMiBpo-
GiTHMKaM OTPUMYBATH JOCTYM A0 BEIMYE3HMX MACMBIB jaHMX,
HEeOBXiAHMX ANA OLiHKM CUTYaLil, 34IMCHEHHA KOHTPOJIO 3a
06CTaHOBKO0 i 33/10B0JIEHHA iH(OPMALiMHMX NOTPe6 opraHiB
YMNPaBAiHHA A1 NPUMHATTSA 3BAXKEHMX Ta e(DEKTMBHUX PilleHb

TaKMM YMHOM, OHUM 3 Ai€EBUX CYyYaCHWX iHCTPYMEHTIB
36MpaHHA onepaTMBHOI iHopmaLii nig Yac KpMMiHaabHOI
pO3BiAKM € BUKOPUCTAHHA PO3BiJKM 3 BiAKPUTUX JXKepes.
Lle o6ymoBneHo TMM, WO di3nyHi Ta OpPMAMYHI 0COOM BCe
6inblie 3anuMilaloTb CNigu B iHdopMaLiMHOMY npocTopi.

LLoao TexHiyHoOro migxoay A0 mpouecy 36opy Ta aHasisy
iHopmaLii 3 BIAKPUTMX Kepes, 3a3Ha4MMO, LLIO BUKOPUCTOBY-
I0TbCA OHAMH-ABUAKKM MonepeayKyBasibHoro aHasisy (Silobreaker,
Basistech Ta iHLi), ane TexHiyHi n1TaHHA 360py iHdopMaLii 3
BIKPUTMX KEpen € TEMOIO AJ1A JOAATKOBOr0 AOC/TiIKEHHS.

Cnig 3a3HauynTH, WO B YKpaiHi HabupawTb nonynap-
HOCTi HeAep)KaBHi NPoeKTM, Hanpuknag Inform Napalm,
AKUIA 36Mpa€E A0Ka3M NMPUCYTHOCTI POCIMCbKMX BiMCbKOBMX
Ha TepuTopii YKpaiHW. 3a AOMOMOro Couia/lbHUX Mepex,
IHTepHeTy Ta TesnebayeHHA BOJIOHTEPU MPOEKTY LUYKaloTb,
36MpaloTb Ta aHanisyoTb BignoBigHy iHdopmauito [16].

OKpeMoro ornsay 3ac1yroBye MeTO/, 30MpaHHA po3Biay-
BasIbHOIT iHopmMaLil 3 KOMN’'IOTEPHUX CoLia/IbHUX Mepe,
AK Ppi3HOBMJ PO3BiAKM 3 BIAKPUTMX JxKepen. MOHITOpUHI

B PEXMMIi peasibHOro yacy oHoBJsieHb Y Facebook, Twitter
Ta iHWKWX couiaNbHUX MEPEXK A03BOJIAE MPABOOXOPOHHUM
opraHaM ogepyatuv noTpibHy iHdopmauito Mpo BYMHEHI
3JI04MHM ab0 3104MHM, AKiI NnaHytoTbcA. Bei BigoMocTi, aki
3a/IMLWIATb OKPEMi NPaBOMOPYLUHMKM B MEPEXKi CTAHOBATD
onepaTMBHMM iHTepec. BonoaiHHA Li€to iHdbopMaLieto 403B0-
JII€ NPaBOOXOPOHLAM BCTAHOBUTM 3/104MHLLIB Ta, 32 MOX/IN-
BiCTI0, MPUMMHUTM IX NpOTUNPaBHY AianbHicTb [17, c. 102].

TaknMM YMHOM, CTpiIMKe 3pOCTaHHA poJii Ta LiHHOCTI iH-
opmalii, po3BMTOK iHOpMaLLiMHMX TEXHOJIOTiM, NPOrpam-
HMX Ta anapaTHMX 3aco6iB, AOCTYNHICTb Mepexi IHTepHerT,
36inbLUeHHs iHdbopMaLiMHOro NoToKy BiagKpuTOi iHcbopmauii
3 0ZHOro 60Ky Ta 3anpoBaZKEHHA METOAMK KPMMiHaNbHOI
pO3BiAKM cepef, MPaBOOXOPOHHWUX OPraHiB 3 iHLWOro 60Ky
CcTaBMTb 36ip Ta aHani3 iHdopmauii 3 BiAKpUTMX Axepen
OAHMM i3 AiEBUX CyYaCHWMX iHCTPYMEHTIB 36MpaHHA onepa-
TUBHOT iHopmaUii Nig Yac KpUMiHanbHOT po3BigKM.
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