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KIBEPTEPOPU3M AIK ®AKTOP 3ATPO3M HALJIOHA/IbHIN BE3MELY
YKPAIHW: FEHE3A MOHATTA TA LWAAXM NPOTHUAI

B danHili Haykosili cmammi BU3Ha4YaomMbCA meopemuyHi
3acadu Kibepmepopu3smy (iHpopmayiliHoezo mepopusmy)
AK 3a2po3u 2n06asbHil iHpopmayiliHil 6e3neyi YkpaiHu,
a came aHanizymbsca noz2aa0u Haykosyis wodo Uo2o
MAYMAaYyeHHs. AKUeHmMyembCA yBaza Ha 3akoHodascmasi
YKpaiHu wodo 3anobi2aHHA NOWUpeHH iHgopmayiliHoT
36poi ma Kibepmepopu3my 8 Yi/lomy.

Knrouosi cnosa: mepopusm, Kibepmepopusm, mepo-
pucmuyHa dissibHicmb, npomudis iHpopmayiliHomy mepo-
PU3MYy, KOMN’tomepHi mexHo102ii, KoMn’lomepHi Mepexi,
iHpopMayiliHa 36poAa, HayioHasnbHa 6e3neka YKpaiHu,
iHpopmayiliHuli npocmip, Komn’romepHi amaku

B daHHoli Hay4HoU cmambe onpedesiflomcs meopemu-
YecKkue 0CHOBbI Kubepmeppopusma (UHPOPMAYUOHHO20
meppopu3ma) Kaxk yepo3bi 27106a1bHoll UHPopMayuoHHoU
6e3onacHocCmMu YKpauHbl, @ UMEHHO aHaau3upyromcs
832/190b1 Y4EeHbIX 0 €20 MOJIKOBAHUS. AKUeHmMupyemcs 8HU-
MaHue Ha 3aKoHodamesibcmae YKpauHbl OMHOCUMe/IbHO
npedomspaujeHus pacnpocmpaHeHus UHHOPMayUuoHHO20
OpY)KUS U Kubepmeppopu3ma 8 UeJsioMm.

Knwuesbie cnosa: meppopusm, Kubepmeppopusm,
meppopucmuyeckas desmesibHOCMb, npomugodelicmaue
UHHOPMALUOHHOMY MePPOPU3MY, KOMNbIOMEPHbIE MEXHO-
J102UU, KOMNbOMEPHbIE cemu, UHHOPMAYUOHHOE opyKue,
HayuoHasbHaa 6e3onacHocmb YKpauHbl, UHHOPMayUuoHHoe
NpoOCMpPaHCcMBo, KOMNbIOMEPHbIe amaxu

Rapid development of information and telecommunication
technologies reaches every day everything new and new
levels about what witnesses their active implementation to
one and all spheres of activity of the person. Information
networks, the Internet allow to communicate in only a
few seconds. Therefore modern society doesn’t imagine
existence and normal functioning without information
exchange in information and telecommunication systems
any more. However, global distribution of information and
communicative technologies in society led to emergence
and development of essentially new type of terrorism -
information terrorism or cyberterrorism.

Cyberterrorism is a new type of terrorism, at the
same time already many works of domestic and foreign
scientists are devoted to problems of its counteraction.
But, unfortunately, in scientific community discussions
concerning development of a general view on interpretation
of the concept “cyberterrorism” are still conducted.

Cyberterrorism requires a detailed research also in the
context of ways of its counteraction and prevention. Huge
a gap on this matter is lack of fixing of basic provisions of
cyberterrorism and methods of its counteraction at the
legislative level. The most efficient direction in the solution
of a complex problem of counteraction of cybercrime is
international cooperation of law enforcement agencies
in the sphere of information security on the basis of
coordination of the national and international legal system
presently.

In this scientific article theoretical bases of
cyberterrorism (information terrorism) as threats of global
information security of Ukraine are determined, namely
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views of scientists about its interpretation are analyzed.
The attention is focused on the legislation of Ukraine
concerning prevention of distribution of information
weapon and cyberterrorism in general.

Keywords: terrorism, cyberterrorism, terrorist
activities, counteraction to information terrorism,
computer technologies, computer networks, information
weapon, homeland security of Ukraine, information space,
computer attacks

MocTaHoBKa npo6aemu. CTPIMKMIM PO3BMUTOK iHdOP-
MaLiMHUX Ta TesleKOMYHiKaliiHUMX TeXHOoMoril cAarae 3
KOXHWMM AHEM BCE HOBMX i HOBMX PiBHiB, NPO WO CBiAYNTb
iX aKTMBHE BMPOBAAKEHHS B YCi 6€3 BUKJIYEHHA chepu
KUTTEAIANBHOCTI NtoAMHU. IHhOpMaLiMHI Mepexki, Mepexka
IHTEepHET A03BONIAOTL 0OMiHIOBATMCA iH(OPMaLLi€to 3a JliveHi
CeKYHAM, KPiM LibOro BNpoBaZKeHHA KOMN'IOTEPHUX CUCTEM
Nnp13BeJIo A0 aBTOMAaTM3aL,ii pi3HOMaHiTHUX BUPOOHMYMX Ta
ynpaBAiHCbKMX npoueciB. Yepes ue cyvyacHe CycninbCTBO
BX€ He ysABAsE Co6i iCHYBaHHA Ta HOpMaJsibHe (DYHKLiOHY-
BaHHA 6e3 iHdbopMaLiHoro o6MmiHy B iHbopMaLiHo-Tene-
KOMYHiKaLiMHMX cucTemax. MNpoTe, rnobasibHe NolMpeHHS
iHdbopMaL|iMHO-KOMYHIKaTUBHUX TEXHOJOriM Y CyCniNbCTBi
np13BeIO A0 NOABKU Ta PO3BUTKY NPUHLMMOBO HOBOrO BUAY
Tepopu3My - iHdopMaLilHOro Tepopmamy abo KibepTepopms-
My. Baromoro 3HauyeHHA y LbOMY KOHTEKCTi HabyBa€E HayKo-
BO-MeTOAMYHE 3abe3neyeHHs AiaIbHOCTi NPaBOOXOPOHHMX
opraHiB YKpaiHu 040 OKPEeC/IEHHA TEOPETUYHMX, a TAKOXK
TaKTUYHMX acneKTiB npoTuaii iHpopmauiiHOMy TepopusmMy
(KibepTepopmamy).

Buxods4u 3 yb020, MeTOI0 JaHOT HAYKOBOT CTaTTi € BU-
3HAYEHHS TEOPEeTMYHMX 3acaz iHhopMaLiMHOro TepopusMy
(KibepTepop13My) K 3arpo3u rnobasbHin iHbopMaLinHin
6e3neLi YKpaiHM, a TakoX 3BEpPHEHHSA yBarm Ha 3aKoHOAaB-
CTBO YKpaiHu L0/0 3ano6iraHHs NoLUMpeHHHo iHcbopmaLiMHOT
36poi Ta KibepTepopusmMy B LiiJIOMy.

AHanis ocTaHHiXx gocnigxeHb i ny6nikauin. Okpemi
TeopeTUYHi acnekTn iHdopmaulinHoro Tepopusmy (Ki6ep-
Tepopu3My) fK dakTopa 3arposu HaLlioHanbHiNM 6e3neui
YKpaiHu, a TaKoX 3’ACyBaHHA YKpaiHCbKOro 3aKOHO4aBCTBa
Yy Hanpsmi 3ano6iraHHa nowmnpeHHto iHdopmaLifHoi 36poi Ta
KibepTepopu3My B LiIoMy, JoCHiAXKyBaaMca y npausax Ape-
woHkoBa B.B., baesa 0.0., bartypiHa l0.M., bepe3oscbkoi
I.P., Binenuyka MN.J., byty3oBa B.M., laBnoscbKoro B.A.,
lopogoi C.B., lNyuaniok M.B., XaxaHoBcbKkoro B.T., LLynbrn
0.0., 3mnmosusa B.B., KopueHka O.T., KyaiHoBa B.A., u-
nvnyyka B.T., JsopHukosa B.C., Ko3oHoBa lMoropeubkoro
M.A., WenomeHuesa B.M., MenbHuka C.B., Truxomuposa
0.0., Ay6oea A.B., OxxeBaHa M.A., . LLlenomeHuesa B.I.,
lFony6esoi B.O., Puxkkosoi E.B., Maspuwa C.b., JoBraHb
0.4., XnaHb B.Tl'., ManbiweHKka A.I'. Ta iHWMX BYEHMX.

Buknag ocHoBHOro matepiany gocnigxeHHs. Kibepte-
pPOPM3M € HOBMM BWOM TEPOPU3MY, BOAHOYAC NpobaeMam
Moro NpoTuaii NpMCBAYEHO BXKe YMMAIIO NpaLb BiTYM3HAHMX
Ta iHO3EMHUX BUYEHMX. ANle, Ha Ka/b, Y HayKOBMX Kosax i
JAOCi BeayTbCs aKTMBHI AMCKYCiT 3 NnpuBOAYy BMPOOJIEHHA
CNiNbHOrO MornAgy Ha T/lyMavyeHHs MOHATTA “Kibepte-
popu3M”. 3 MeTOol fAKICHOro npoBefeHHA HayKoOBOro
JOCNiIAXKEHHA, a TaKOX AOCATHEHHA NOCTaBJEHOT METU
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MpoTnAaia 3104MHHOCTI: Nnpo6aemun

NMPaKTUKMN Ta HAYKOBO-MeTOAUYHE 3abe3nevyeHHs

JOCNiAXKEHHA, MPOMOHYEMO, B NepLly Yepry, BU3HAYUTUCh
i3 TAyMayeHHAM NoHATTA “KibepTepopmsm”.

B yKpaiHCbKiM i 3apy6iXKHil HayKoBiM NliTepatypi, noB’a-
3aHiM 3 AOCNigKEHHAM KiGep3N0oYMHHOCTI, HasfBHI pi3Hi
niaxoau [0 BU3HaYeHHSA KibepTepop13My. HaBegemo nvwe
Jeski 3 HMX. Tak, Ha ayMKy B.I. XapyeHKa nig KibepTepo-
p13MOM BapTO PO3YMiTW 3aCTOCYBaHHA METOAIB TEPOPU3MY
(cTBOpEHHs B couianbHiM cdepi 06CTaHOBKM CTpaxy, He-
CMOKO, NMPUrHiYEHOCTi 3 METOK NPAMOro abo HempsAMOro
BMJIMBY Ha NPUMHATTA 6yAb-AKMUX pilleHb) y KibepnpocTopi
[1, c. 132]. Y cBOeMy pocnifKeHHi Ha TeMy “O3HaKOBMI
npuHUmn popMyBaHHs Knacmdikauin Kibepatak” KopyeHko
0.T. po3yMie KibepTepopusM K “NPUHLMMIOBO HOBUIA BMA
TEpOpM3MY, AKMK Nepenbayvae BUMKOPUCTAHHA pecypcis
iHpopMaLiMHMX cUCTEM He JiuLe AK NpeaMeT 3/104MHHMX
nocsraHb, a M cepefoBMLLE UM 3aCi6 CKOEHHS 3/104MHY” [2,
c. 35]. B o6rpyHToBaHoMy nigxoai CtapocTiHoi €.T. Ao Bu-
pPO6IEHHA EAMHOMO MNOHATTA “KibepTepopmamM” f0BOAMUTLCA
no3uuia WoAO0 AOUiNbHOCTI TAYMauMTU KiGepTepopusm fK
pi3HOBMA TEPOpM3My, B OCHOBY AKOrO MOK/JaZeHO Cnoci6
34iMCHEHHA TEPOPUCTMYHMX AiM, WO BUHMK Y Npoueci pos-
BUTKY iH(bOpMALiMHO-TENEKOMYHiIKaLiMHMX TeXHo/oriM Ta
BNPOBaAXKeHHA ix y Bci cpepm cyyvacHoro cycninbcTaa [3].

Ha ymky Manmwenko /1.1, KibepTepopusm - Le pisHoBMA
Tepopu3sMy (NOpA4 3 AAEPHUM, XIMIYHUM, KOCMIYHMM, Ccelc-
MiYHMM, GaKTEpioNOriYHMM, TEXHOMOTIYHMM Ta iH.), KU
BMHMK y npoueci iHpopmaTmsauii cycninbcTsa i noadrae y
HaHeceHHi 36UTKiB iHOpMaLiMHUM CUCTEMaM 3a AOMOMO-
roto KoMn’toTepHMx atak [4]. He MoxHa OMMHYTH No3uLito
ByTy3oBa B.M., AKMM Nig Yyac MoHorpadiyHOro AOCNiAKEHHS
Ha TeMmy “MpoTUAis KOMN’IOTEpHiM 3/104MHHOCTI B YKpaiHi
(CUCTEMHO CTPYKTYPHMI aHani3)” 3anporoHyBaB BU3HAYM-
TM KibepTepopusm came AK “BUMHEHHA TEPOPUCTUYHMMM
YrpynoBaHHsMM abo OKpPEMMMM 0COHGAMM KOMM’OTEPHUX
aTak Ha neBHi eneMeHTH iHdopmaLiriHoT iHpacTpyKTypH,
CMpAMOBaHi Ha MPOHMKHEHHA Yy KOMMN’IOTEPHi CUCTEeMM,
nepexonyieHHaA ynpaB/iHHA KOMN'IOTEPHOI0 CUCTEMOLD, MO-
pyLIeHHA dYHKLiOHYBaHHA 3aC06iB KOMN'IOTEPHOIr0 06MiHY
B Mepexki, cnpaBiATU iHWKMMA AEeCTPYKTUBHMI BMJIMB, WO
MOKe NPUBECTM A0 TAXKKMX Hac/igKiB i 34iMCHEHHA BNIMBY
Ha NPUMHATTA pilleHb YU BUMHEHHA a60 HEBUMHEHHS Ail
opraHaMuM [ep}aBHOi BNaAM LUNSAXOM 3a/iAKyBaHHA Hace-
JIEHHA Ta opraHiB AepyKaBHOi B3y NOrpo3amMm BYMHEHHSA
BMLLI@3a3HaYeHMX NPOTUNPaBHMX AiM [5, c. 68].

BoaHouac, aeski BUEHi MPOMOHYIOTb PO3YMiTH Nig Tep-
MiHOM “KiGepTepopu3mM” Aii 3 Ae3opraHisalii iHbopmMaLin-
HMX CMCTEM, LIO CTBOPHOIOTb He6e3neky 3arubeni aaen,
3anoiAHHA 3Ha4YHOT MAMHOBOT LUKOAM a60 HacTaHHA iHLIMX
CyCninbHO He6e3neYHUX HaCNiaKiB, AKLWO TaKi Ail BUMHEHI
3 METOI MOpYLUEHHA CyCniZIbHOT 6e3neKku, 3anAKyBaHHA
HacefNieHHA abo BM/IMBY Ha yXBaJIEHHA NEBHMX PilleHb Op-
raHamM BJ1aiM, a TaKOX AKLLO BUHMKAE 3arpo3a 34iMCHEeHHS
BKasaHMX J1il 3 Tielo camoto meToto [6, c. 80].

Ha AYMKY NpUXUAbHUKIB iHLLOrO Nigxoay KOMN’ oTEPHMM
Tepopm3M (KibepTepopu3m) cnig posrnsgatv AK OAMH i3
pi3HOBMAiIB HEMPABOMIPHOIO AOCTYMNY A0 KOMMN'IOTEPHOT iH-
dopMallii, po3milLEeHOT B OKpeMilt 064MCN0BaA/IbHIM MaLLMHI
yn B Mepexki EOM [7, c. 318]. 3a3HauMmo, L0 TaKMM AOCTYN
34iMCHIOETbCA 3 METO MoaMdiKalil, 3HMLEHHA 3a3Hade-
Hoi iHdopMaLii UM 03HaMOMIEHHA 3 Helo, WO 3abe3nevye
(opMyBaHHS 06CTAaHOBKM, 3a AKOT (DYHKLiOHYBaHHS AaHOi
EOM um Mepexi BUXoauTb 3a MeXi, nepeabayeHi WTaTHUMM
yMOBaMM eKcnJjyatauii, M BUMHMKaE Hebe3neka 3armbéeni
Jofen, 3anoisHHA MalMHOBOr 0 36MTKY a0 HaCTaHHA 6Y/b-
AKMX THLWMX CYCMi/IbHO HEGEe3MeYHUX HaCNiaKiB.

3acnyroBye Ha yBary nosuuia JopoTi JeHiHra, eKkc-
nepTa amepuKaHcbKkoro LieHTpy JocnigKeHb Tepopusmy,
AKUM BM3HAUYMB KiGepTepopmam AK eneMeHT Knacudikauii
TEPOPUCTUYHOT iSNbHOCTI B IHTEPHETI Ta NpeACTaBuUB MOro
AK KOMIM’IOTEPHi aTaku, CMaHOBaHi 3 METO HaHEeCEHHA
MaKCMMaIbHOTO 306MUTKY KMTTEBO BaXK/IMBUM 06’€KTaM iH-
bopmauinHoi iHdbpacTpyKTypm.

BpaxoBytoun Te, WO B yKpaiHCbKOMY 3aKOHOZABCTBi
BiACYTHE NOHATTA “KiGepTepopm3m” Ta MOro BU3HAYEHHS,
MPOMOHYEMO MOTrOAMTUCA i3 BM3HAYEHHAM, HagaHwm [u-
avndykom B.T. Ta A3bo6aHb O.M1., a came KibepTepopmam
- Lle HaBMM1CHA, NOMITMYHO BMOTMBOBaHa aTaka Ha 06’€KTH
iHdopmauirHoro npocTopy (iHdopMaLito, Lo 06po6ASETLCA,
KOMM’IOTEPHY CMCTEMY, MEPEXY, a TaKOX Ha JI0ANHY), Lo
CTBOPIOE HeBGe3neKy AN KMTTA Ta/abo 340poB’A noaen
a60 HaCTaHHSA THWKMX TAXKKMX HACNigKiB, AKLWO Taki Aii 6yam
34iMCHEHHI 3 METOI0 NOPYLIEHHS AeprKaBHOT abo CyCnifbHOi
6e3MneKu, 3a/1SKyBaHHsA HaceIeHHs, NPOBOKaLii BiIMCbKOBOro
KOHMANIKTY, UM 3arpo3y BUMHEHHS TakuX Ain [8].

MpuKknagamu AaHOro BUAY TEPOPM3MY MOXKHA HaBECTM
HacTynHi nogii. Tak, no-nepwe, HanepeaoAHi 34iMCHEHHA
rasoBoi aTaku B TOKiMCbKOMYy MeTpo B 1995 poui AnoHcbke
TepopucTMyHe yrpynoBaHHA “Aym CiHpikbo” cCTBOPWJIO
KOMN'IOTEPHY CMCTEMy, WO Gyna 34aTHa nepexon/ioBaTH
NoBiAOM/IEHHA NOAiLEMCbKMX paaiocTaHuin i Biacniakosy-
BaTU MapLUPYTH pyXxy NosiLeicbKmx aBToMo6inis. Mo-apyre,
y 2000 p. i3 npuropofy MaHinm B IHTEpHeT 3anyLueHo Bipyc
“l love you” (iHwa Ha3Ba “Love Bug”), wo ayxe wBMAKO
MOLIMPMBCA MO YCbOMY CBIiTy i 3apasuB 6isiblie 45 MAH.
KOMM’IOTEPHUX MepeX (Y T.4. mepexi binoro gomy, LIPY,
MiHictepcTBa 060poHuM i KoHrpecy CLUA, BputaHcbKoro Map-
JlAMEHTY ToLL0); MacluTabHa DoS-aTtaka, Lo 3pobuna Hepo-
CTYMHMMM NPOTArOM 2-3 roAuH CepBEPU BEJIMKMX KOMMaHiM
Yahoo, eBay, CNN T1a ZDNet [9, c. 123]. Mo-TpeTe, pe3o-
HaHCHe 3apakeHHs 16 amctonaga 2001 poKy Komn’loTepHOT
Mepexi YkpTenekom Bipycom “Nimda”, AKMM cepio3HMM
YMHOM BINJIMHYB Ha NpaLe3aTHiCTb 064MCIH0Ba/IbHOT MEpeXKi
leHepanbHOi aupekKuii BAT “YkpTtenekom”, sKka Hanivye
6inbwe 700 komn’toTepiB Ta AECATKM cepBepiB. AK HaCiAoK,
Le CMpUYMHUIO TMMYaACOBE BiAKIIOYEHHS KoM’ oTepiB Big
IHTEepHeTY, a TaKoX BMBE/O 3 Jlaly CUCTEMY KOpMopaTmB-
HOi e/IeKTPOHHOT NOWTU. 3a nonepeaHiMM NigpaxyHKamu,
3GMTKM BiA aTaku cKnagaroTb 6inbwe 1 MAH. rpH. [10, c.
73]. No-yetBepTe, y 2013 p. HEBiAOMi XaKepu oTpUMaIu
JOCTyn i ony6niKyBasM nepcoHanbHi AaHi 40 TMc. conpatiB
apmii CLUA Ta 6inblue 2 MAH. NapTiMHUX dyHKLioOHepiB Ke-
pytoyoi naptii Pecny6niku Kopes; akTMBiCTM XxaKepCbKoro
yrpynoBaHHA WikiCrew 3a gonomoroto DDoS-ataku B1Benn
3 nagy odiuiMHUIM caMT AreHTCTBa HalioHa/IbHOT 6e3neKku
CLUA; xakepcbka rpyna Syrian Electronic Army nposena
KibepaTaky Ha iHdopMauiiHy iHHPaCTPYKTypy CUCTEMM
BOJZIOMOCTaYaHHA i3painbcbkoro m. Xamda [9, c. 123]. Ta
HA0CTaHOK, NOLWITOBUIM KOMM’oTepHMIM Bipyc SirCam “BuKpa-
JaB” NOKYMEHTM 3 OpraHiB Jep:KaBHO1 BJaaM, B TOMY YMCi
agMminHicTpauii MNpesngeHTa YkpaiHM. 3ragaHi npuMknagm €
CBifUYEHHAM aKTya/JIbHOCTi AO0CNiAXKYBaHOT TEMM, a TaKOX
Heo6XiAHOCTi Yy po3po6.1eHHT TAKTUYHMX NPUIMOMIB NPOTMAIT
iHdbopMaLiiHOMy Tepopu3my.

be3snepeyHo, ros0BHOK 36po€t0 Y 6OpoTbHi 3 Kibep-
TEPOPU3MOM 3a/IMILIAETLCA 3aKOHOAABCTBO. poTuaia
iHdbopMaLiiHOMy TEepOpM3MY SIK CKIaZl0Bi TEPOPUCTUYHOT
JiANbHOCTI FPYHTYETbCA Ha 3acajax, BU3HAYEHMX 3aKOHOM
YKkpaiHn “lpo 6opoTbby 3 Tepopuamom” [11, cT. 3]: 1)
3aKOHHOCTi Ta HEeYXMJIbHOro AoAep:KaHHA npaB i cBo6oj
JIOAMHM i rPOMAJAHMHA; 2) KOMIMJIEKCHOrO BUKOPUCTaHHSA 3
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Li€l0 METOI0 MPaBOBMUX, MOMITUYHMUX, COLlia/IbHO-EKOHOMIY-
HMX, TH(OpPMaLiMHO-NPONaraHAMCTCbKUX Ta THLWMX MOXK/IU-
BOCTeN; 3) NpiopUTETHOCTI Monepea)KyBasibHUX 3ax0AiB;
4) HeBiABOPOTHOCTI NOKapaHHA 3a Y4aCTb Y TEPOPUCTUYHIM
AiANbHOCTI; 5) NpiOPUTETHOCTI 3aXMCTY XKMUTTA i NpaB 0cCib,
AKi HapaxatTbCA Ha Hebe3neKy BHACAiJOK TEPOPHUCTUYHOI
AiANbHOCTI; 6) NOEAHAHHA TNAcHMX i HernacHMX MeToais
60pOTb6M 3 TEPOPM3MOM; 7) HEPO3rOJIOLLEHHS BijoMoCTEMN
Npo TEeXHi4YHi MPUMOMM i TAaKTMKY MPOBEAEHHA aHTUTEpo-
PUCTUYHMX OMepalii, a TaKoX NPo CKNaj iX y4acHUKIB; 8)
€AMHOHAYa/IbHOCTi B KePiBHUUTBI cMaamM i 3acobamu, Lo
3a/1yyaloTbCA AN1A NPOBEAEHHA aHTUTEPOPUCTUYHMX onepa-
uin; 9) cniBpobiTHMUTBA Yy chepi 60poTbOM 3 TEPOPUIMOM 3
iHO3EMHMMM AepXaBaMM, TX MPaBOOXOPOHHWMM OpraHamu
i cneuiaNbHUMKM Cy>K6amMM, a TaAKOX 3 MiKHAPOAHMMM
opraHisauiamu, AKi 34iMCHI0TbL 60pOTbEY 3 TEPOPHIMOM.

MpoTtuaia iHbopmMaLiMHOMY TEpPOPM3MY MPaBOOXOPOH-
HUMM OpraHamm YKpaiHM 34iMCHIOETbCS LASXOM OnepaTmB-
HO-pO3LUYKOBOT AiANIbHOCTI LOAO BUABNEHHA, PO3KPUTTA,
NpodinakTMKM OKpPeMMX BUAIB Kibep3noumHis; iHdopma-
LiHO-aHaNiTUYHOT PO3BiZKM B KOMMN’IOTEPHiN Mepexi,
€1eKTPOHHOT TeJIEKOMYHiKaLliT; KpMMiHanbHO-NpoLecyasibHOT
i KPMMiHaNiCTUYHOT 4iANIbHOCTI WOA0 PO3KPUTTA, pPo3Ciay-
BaHHA 3/104MHIB i NPUTArHEHHA BUHHMX [0 BignoBiganbHOCTi;
cneyiasbHO KpMMiHOIOrivHMX 3axogis [12, c. 44].

Ha »anb, B npaBoBOMY noni YKpaiHi He iCHYe KOHKpeT-
HOr0 HOPMaTMBHO-MPABOBOr0 aKTy, AKWM 3aKpin/oBaB 6
OCHOBHi 3acaaum WoAO KibepTepopm3mMy Ta MOro npoTuAai.
Mpote, 3 2011 poKy pobmnoca Ymasno cnpob BUPILLUTK Le
MMTaHHA Ha 3aKOHOAABYOMY PiBHi, B TOMY YMC/Ii - y MeXKax
npodinbHOro 3akoHy Ykpainu [13]. Ha cborogHi, Ha po3rnsag
BepxoBHil Paai YKkpaiHu BHeceHo NpoeKT 3akoHy YKpaiHu Ne
2126a Big 19.06.2015 “Ipo ocHOBHi 3acazM 3abe3neyeHHs
Kibepbe3nekn YKpaiHuM”, AKMM MPOMOHYETbCA 3aKpinuTH
NpaBoBi Ta opraHisauivHi 3acagm AeprKaBHoOT NOTITUKKM, Cnps-
MOBAHOT Ha 3aXMUCT XMUTTEBO BaXKJIMBUX iHTEpeciB N0ANHU
i rpoMaafaHMHa, CycninbCcTBa Ta AeprKaBu B KibeprpocTopi,
OCHOBHi MPMHLMNK Ta HaNpAMK 3abe3neYeHHs Kibepbesnekm
YKpainu [14]. BogHouvac, BiaNoBigHO 0 3a3Ha4E€HOro 3aKo-
HOMPOEKTY KibepTepopu3mM BU3HAYAETLCA AK TEPOPUCTMYHA
JifANbHICTb, L0 NPOBaAUTLCA Y KibepnpocTopi abo 3 1oro
BMKOpUCTaHHAM [14, cT. 1]. CTOoCOBHO Cy6’€eKTiB 3abes3ne-
YyeHHA Kibep6e3neKu NocTiMHOT FOTOBHOCTI, TO Ha Cayx6y
6e3nekn YKpaiHM NMpOMnoHYTbCA MOKIACTU CTBOPEHHA Y
MeKax 3aTBEpAXKEHOT YMCEbHOCTI Ta 3abe3neyeHHA PyHK-
LioHyBaHHS Niapo3ainy 3 NpoTMAii KibepTepopu3my Ta Kibep-
3arpo3am y cdepi gepKaBHOT 6e3MeKM; a TaKOXK BXUBAHHA
3axo/1iB 3 NpoTUAiT Kibep3arpo3am AeprKaBHil 6e3neli abo
iHLUMM KMTTEBO BaXK/IMBMM iHTepecam aeprkasu [14, cT. 8].
JlaHMM 3aKOHOMPOEKTOM He BM3HAYeHO nepenik LWAAxis
(cnoco6iB) npoTuAaii KibepTepopuaMy, NpoTe MiCTUTbCA
HOpMa CTaTTi 6aHKETHOro XapaKTepy, BiAnoBigHO A0 AKOT
nopAAOK 3anobiraHHA, BUABJIEHHA Ta YCYHEHHA Hacnigkis
KibepaTak Ta KibepTepopusMy, per1aMeHTYETbCA CMiIbHUMM
HOPMAaTMBHO-NPaBOBMMM aKTaMM CY6’€KTIB 3abe3neyeHHs
Kibepbe3neku.

3a3HauMMO, L0 TaKTMKa 6OPOTLOM Ta NPOTHAITT KOMN'toTEP-
HOMY TEPOPM3MY BM3HAYAETHCA BiAMOBIAHO 4O PO3BUTKY Hay-
KOBO-TEXHiIYHOIO NPOrpecy, HayKOBMX AOCArHEHb Yy Pi3HMX ra-
JIy351X HAYKM, EKOHOMIYHMX, NMOTITUYHUX YMOB i MOXK/IMBOCTEMN
opraHiB Aep»KaBHOi BJilaau, a TAaKOX NpaBoBmMX 3acaz [15, ¢. 51].
3 ornaay Ha Le, a TakoXk Ha BULLE 3a3HauYeHUIM 3aKOHOMPOEKT,
MPOMOHYEMO BMPOBAaAMTU Y 3aKOHOMPOEKT HACTYMHi TAKTUYHi
npuMomMmM 3anobiraHHA nowupeHHio iHdopMaliiHoi 36poi Ta
KibepTepopuamy. Mo-neplie, HeobxigHO BianpautoBaTM Me-

TOAMKM aHanizy KOMMN’lOTEPHOI 3/I04MHHOCTI, AK 0CO6IMBUIA
BUJ, 3/I04MHHOCTI, Ta cneupdiyHi couianbHi BIAHOCUHM Y LM
ccepi. Mo-apyre, 34iMCHUTM PO3POGKY METOZIB CTEKEHHS 3a
onepaTMBHUM CTAHOM i BUKPUTTA (haKTiB HAABHOCTi IAaTE@HTHOI
3/I04MHHOCTI B Uit cepi. Mo-TpeTe, po3pobuTi cuctemy 061i-
Ky *KepTB (MOTepniimx) Big AaHWUX 3/TOUMHIB(SK Di3NYHMX TaK i
IOPUAMYHMX OCi6) Ta BUSHAYMTM BIKTUMOTEHHUI | KpUMIHOTEH-
HUWI NoTeHLjian. Mo-yeTBepTe, pPO3POBMTU METOAMUKY NPOrHO3Y-
BaHHA MMOBipHOT iHAMBIAyaIbHOT 3/I04MHHOT NOBEAIHKM 3 GOKY
BUSIB/IEHMX OCi6; PO3POBUTU METOAMYHI 3aCaay MaHYBaHHSA Y
ccepi 60pOTHOM 3 OKPEMMMM BUZAMM KOMI’ OTEPHMX 3/I04MHIB.
Mo-n’aTe, po3pobUTH KpUTEPIT OLiHKM Ta NiACYMKOBi MaTepiain
LLOZ10 CTaHy i piBHA epeKTMBHOCTI 34iMCHEHHSA TaKTUYHUX Npe-
BEHTUBHMX 3aX0ZiB Ta CTaHy 3MiH B onepaTMBHiM 06CTaHOBL
i noBeAiHUi 0oci6, 3 6OKY AKMX iCHYE MMOBIPHICTb BUMHEHHS
JaHWX 3/7104MHiB. [o-wocTe, CTBOPUTM CrelianizoBaHi nia-
po3ainu y ccepi 60poTbOM 3 KOMN'OTEPHMUMM 3/104MHAMM Ta
iHopMaLifHMM TEpOpPM3MOM. A TaKoX MPOBOAWMTM HayKoBi
PO3PO6KM LLOAO CTBOPEHHSA CyHaCHMX TEXHOMOT M BUSB/IEHHS
Ta 3anobiraHHA KpMMiHa/IbHUM i TEPOPUCTUYHUM BIJIMBaM Ha
iHcbopMaLivHi pecypcu.

MizgBoAAYM MiLCYMOK BuULLE BMKIAAEHOMY, HEOOXigHNM
€ 3a3HaYMTH, WO OAHIEI 3 MPUYMH BUHMKHEHHA TEPOPM3MY
€ MOro couiaslbHUM XapaKTep, AKMM BMPAXKa€eTbCA B iCHY-
BaHHi BiAMIHHOCTEM MixK piBHEM XKMTTA NloJeM, WO € Kpan
aKTya/lbHUM NMUTaHHAM Ha cboroHi. CyyacHe iHdopmaLiiHe
CyCniNIbCTBO CTBOPIOE MPUHLMMOBO HOBi CKNAAHOLL AN1A CUC-
TEMM HalioHanbHOi 6e3nekn. Yepes ue YKkpaiHa notpebye
MOLLYKY HOBMX MO/IMBOCTEM rapaHTyBaHHS i 6e3neKu.

KibepTepop13m fK HOBMM BWUZ Tepopu3My NoTpebye
JeTaslbHOro Ta NorIMbeHOro A0CiAKeHHA. AHani3 TpuBa-
0UMX OMCKYCiM B HAYKOBMX KOJax 3 MpUBOAY T/lYMayeHHs
MOHATTA KibepTepopuM3M HazJaB MOXKJIMBICTb PO3r/IAHYTH
KibepTepopuam AK cnoci6 34iMCHEHHA TePOPUCTUYHUX AiM,
AK pi3HOBUZ TEPOPU3MY, SIK Aii 3 Ae3opraHizauii iHdopmauin-
HMX CUCTEM, AIK BUMHEHHA KOMIN’IOTEPHMX aTakK, K pi3HOBUZ
HernpaBoOMipHOro JoCTyny A0 Komn’toTepHoi iHdopMauii
Towo. BpaxoByun Te, WO B yKpaiHCbKOMY 3aKOHOJABCTBI
BiZJICYTHE BM3HAYEHHA NOHATTA “KibepTepopusmM” Hamm 6y10
3anpornoHOBaHO MOroAMTUCA i3 HACTYMHUMM BM3HAYEHHAM
“KibepTepopu3M - Lie HaBMMCHaA, NOJIiITMYHO BMOTMBOBAHA
aTaKa Ha 06’€eKTu iHdopMalliHoro npoctopy (iHdopmatiito,
L0 06PO6NAETLCA, KOMN'OTEPHY CUCTEMY, MEPEIKY, @ TaKOX
Ha N AMHY), Lo CTBOPIOE HEGE3NEKY ANA XKUTTA Ta/abo 340-
poB’A Nilofiel abo HAaCTaHHA IHWIMX TAXKMX HAaCTiAKiB, AKLLO
TaKi Aii 6ym 3AiMCHEHHI 3 METOO NOPYLLEHHS AepKaBHOT a60
CyCninbHOT 6€3neKu, 3aN1AKyBaHHA Hace/sIeHHA, NpoBoKaLii
BiMICbKOBOr0 KOH(MNIKTY, UM 3arpo3sy BUMHEHHS TaKMX Ain”.

BoaHouac, KibepTepopu3m noTpebye AeTanbHOro Ao-
CNiJyKEHHA TaKOX B KOHTEKCTi WAaAxiB Moro npotmaii Ta
3ano6iraHHA. BennyesHow nmporaanHol 3 LbOro nMTaHHA
€ BiACYTHiCTb 3aKpin/I€HHA OCHOBHMX MOJIOXKEHb KibepTe-
poOpM3My Ta CMoco6iB Moro NpoTMAii Ha 3aKOHOAABYOMY
piBHi. HalMbinblu Ai€EBUM HanNpsMOM Y BUpilLEHHI KOMMIeK-
CHOI Npo6sieMU NPOTUATT KiGEP3/IOUMHHOCTI Y Hal 4Yac €
MiXHapoAHe CniBpOGITHULTBO NPaBOOXOPOHHUX OPraHiB y
chepi iHbopmaLinHoi 6e3neKr Ha OCHOBI Y3roJKeHHs Ha-
LiiOHa/IbHOrO Ta Mi*KHAPOAHOr 0 3aKOHOAABCTBA. 3 OrNsA4y Ha
Lie NNaHYETLCA Y HAaCTYMNHIM HAayKOBiM ny6nikauii gJocnigntu
JOCBiA 3apyb6iXKHUX KpaiH WoAO 3anobiraHHA MOLUMPEHHIO
iHdbopMaLilHOT 36poi Ta KiGepTepopM3mMy 3 METOH 3amo3u-
YeHHA NO3UTMBHOrO A0CBiAy ANnA YKpaiHu.
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BUCBITJIEHHA TEPOPUCTUYHUX AKLIA Y 3ACOBAX
IHOOPMALII: MOXK/IUBOCTI OBMEXXEHHA HETATUBHOIO
BMN/INBY

Y cmammi asmopu po3zanadaroms 0eski npobaemu
npodgpeciliHo2o xapakmepy, W0 nocmaromes neped KypHa-
JAicmamu nid yac sucsimaeHHA HUMU 6olosux dili ma me-
POpUCMUYHUX akmis. BusHa4yeHo Memoou BUKOPUCMAHHS
mokausocmeli 3MI sk cknadosoi YacmuHU nposedeHHS
cneyiasbHUX onepauyiti. Po3kpusaemscs posib 3Ml 'y sucsim-
JIeHHi nposgis mepopu3mMy. AHani3yembcs NopAAOK ompu-
MaHH#A iHgopmayii npedcmasHukamu 3MI npu nposedeHHi
cheyiazibHUX aHMUMepPOopUCMUYHUX onepauill. 3saxxaryu
Ha cneyugiky pobomu 3MI nid Yyac nposedeHHA cneyiasibHUX
aHmMumepopucCmMuU4HUX onepayil, po32/IaHymo MOXusi
sapiaHmu supiweHHs npobsem npogeciliHo2o xapakmepy
ma darombca pekomeHdayii 3 yOoCKoHaeHHA disibHocmi
JKypHanicmisg nid yac nowupeHHsa iHgpopmayii npo mepo-
pucmuyHuUl akm ma pobomy cus 0XOpoHU NPasoNopPsIOKY.

Kntodosi cnosa: mepopusm, 3MI, npomudia mepopus-
My, iHopmayiliHe 3a6e3nevyeHHs cneyiasbHOT onepayii,
aHmumepopucmuyHa diasbHicmb, npogdeciliHi 0608’ A3KU.

© B.A. KoHonenbcbkui, B.A. Carposeub, 2016

KoHonesbcbkuil B. A.
Cazposeyb B. A.
B cmambe asmopbl paccmampusarm HeKomopble
npob6siemMbl NpogeccuoHasbHo20 xapakmepa, cmosuwue
nepead »KypHaauCmamu 80 BpemMA 0CBew,eHUs UMU 60esbiX
Oelicmauli u meppopucmuyeckux akmos. OnpedesieHbl Me-
modbl UCNO/1b308aHUA Bo3MoxxHocmel CMU kak cocmasHol
Yacmu nposedeHus cneyuasbHbiXx onepayull. Packpbisa-
emcs posib CMU 8 ocseweHuu nposssieHull meppopusma.
AHasu3upyemca nopsadoK noJlyyeHuUs uHgopmayuu npeo-
cmasumensmu CMU npu nposedeHuu cneyuasibHbIX aH-
mumeppopucmuyeckux onepayul. Yqumsigsasa cneyudury
pabomsl CMM 80 8pems nposedeHUs cheyuasibHbIX aHMu-
meppopucmuyeckux onepayuli, pPaccMompeHb! B03MOXKHbIe
8apuaHMsb| pewieHuUs npobJiemM NPopeccuoHaIbLHO20 Xapak-
mepa u daromcs peKkoMeHOayuu No co8epleHCMBOBAHUK
desmesIbHOCMU }KYPHA/IUCMOB 80 BPEMS pACNPOCMPAHeHus
UHOPMayuu 0 meppopucmuyYeckomM akme u pabomy cu
0XpaHbl npasonopAdKa.
Kntouesbie cnosa: meppopusm, CMU, npomusodel-
cmsue meppopusmy, UHHOPMayuoHHoe obecnedyeHue
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