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LEGAL APPROACHES TO SOLVING SECURITY ISSUES
IN THE FIELD OF THE INTERNET OF THINGS
IN THE LIGHT OF EUROPEAN INTEGRATION OF UKRAINE

The article examines the peculiarities of legislative
approaches to the legal regulation of relations in
the field of the Internet of Things, which have developed
in the European Union and the United States. In particular,
approaches to defining the concept of the Internet of Things
and its components are analyzed. Based on the analysis, it
was concluded that the Internet of Thingsis defined as akind
of ecosystem that includes physical things equipped with
devices that can connect to the Internet for the purpose
of interaction. However, this concept does not apply to
objects designed specifically for human use through
an Internet connection, such as computers, laptops,
smartphones, etc. The article pays special attention
to the problems of security and protection of personal
data in the field of the Internet of Things. In order to
determine recommendations for the Ukrainian legislator in
the field of ensuring the security of the Internet of Things,
the existing European and American legislative acts are
analyzed. In particular, the approaches to ensuring security
in the Internet of Things at the level of GDPR, European
and American legislation on cyber security were analyzed.
Based on the results of the analysis, a conclusion was made
regarding the need for certification and standardization
of devices that are elements of the Internet of Things.
However, standardization in the field of the Internet
of Things should be carried out carefully in order to
prevent the development of technologies from being held
back. Considering that, to ensure information security
in the field of the Internet of Things it is necessary,
first of all, to apply self-regulation, which should be
ensured through close cooperation between technology
companies and civil society. This minimizes government
intervention in this area, which will contribute to
the rapid development of innovative technologies.
However, according to the European as well as American
approaches, some common standards for the IoT devices
should be implemented on the legislative level.

Key words: Internet of Things, personal data,
cyber security, standardization, certification, European
integration.
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Hekit K. I'. 3akoHopaaBuyi nigxoan A0 BUpilleHHA
nuTaHb 6Gesneku y coepi IHTepHeTy peuyen y cBithi
€BpoiHTerpauii YKpaiHu

Y cmammi docnidxytombca 0cobusocmi 3aKoHooas-
4ux nidxodis o Npasoso20 pezyIlBaHHSA BIOHOCUH y cdepi
IHmepHemy peuell, wo ckaanucs 8 €sponelicekomy Corosi
ma CLLA. 3okpema, aHanisyrombCs Nidxoou 0o BU3HAYEHHS
noHamms IHmepHemy peyeli ma (io20 CK1a00BUX YACMUH.
Ha nidcmasi nposedeHoz20 aHanizy 3pobsieHO BUCHOBOK,
wo IHmepHem peyeli BU3HAYAEMbCA AK CBOEPIOHA eKocu-
cmema, Wo oxonsioe i3uyHi peyi, ocHaweHi npucmpo-
AMU, AKi mMaromb 3moey nid’edHysamuca 0o iHmepHemy
3 Memoto B83aemodii. OOHAK ye NOHAMMSA He NowupHo-
€MbCA Ha 06°eKMu, CMBopeHi cneuiasibHO 01 BUKOHAHHS
JI0OUHO pobomu Yepe3 nidK/lo4eHHS 0o IHmepHemy,
Maki AK Komn’romepu, HOYmMOYKU, CMApm@OHU mouwio.
Okpema ysaza y cmammi npudinfaemsca npobiemam 6e3-
neKu i 3axucmy nepcoHabHUX daHux y ccepi IHmepHemy
peyeli. 3 Memor BU3HAYeHHA pekomeHdauili 0n4a yKpa-
iHCbKO20 3aKoHOOasusa y cgepi 3abe3neyeHHa 6Ge3neKu
IHmepHemy pedyeli aHani3ylombCs HasBHi €sponelicbKi
ma amepuKaHcbKi 3akoHooas4i akmu. 30Kpema, npoa-
Hani308aHo nidxodu do 3abe3neveHHs 6e3neku y cdepi
IHmepHemy peyeli Ha pigHi GDPR, esponelicbkux ma ame-
PUKAHCbKUX 3aKOHOOasYux akmis wodo Kibepbesneku. 3a
pe3y/Ibmamamu NposedeHo20 aHani3y 3p0671eHO BUCHOBOK
wodo HeobxioHocmi cepmucbikayii ma cmaHdapmu3sauii
npucmpois, wo € eremMeHmamu IHmepHemy peyeti. OOHaK
cmaHoapmusayito y cgepi IHmepHemy peyeli ¢/1id nposo-
oumu obepexkHo, 3 Memoro 3anobi2aHHS CMPUMAHHIO po3-
BUMKY mexHosioeill. Bpaxosytouu ye, 018 3ab6e3neyeHHs
iHgpopmauiliHoi 6e3neku y ccepi IHmepHemy peveli Heob-
XiOHO, Hacamneped, 3acmocosy8amu Camopezy Ilo8aHHs,
AIKe NOBUHHO 3a6e3nedysamucs W/ISXoM micHoi cnisnpaui
MiX MeXHON02IYHUMU KOMNAHISAMU Ma 2pOMAOSHCbKUM
cycnizibcmsoM. Lle MiHiIMi3ye smpydYaHHA depkasu 8 Uto
cdepy, Wo cnpusmMuUMe WBUOKOMY PO3BUMKY iHHOBA-
yitiHux mexHosoeili. OOHaK, 32i0HO 3 €sponelicbKUMU
ma amepukaHCbKUMU nidxodamu, OesiKi 3a2asibHi cmaH-
dapmu 018 npucmpoig loT nosuHHi 6ymu imMniemeHmMo-
BaHi Ha 3aKOHOOABYOMY PiBHi.

Knoyosi cnoea: IHmepHem peveli, nepcoHasbHi OaHi,
Kibepbesneka, cmaHoapmusayis, cepmucpikayisa, €spo-
nelicbka iHmezpauis.
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Introduction. At the end of the twentieth cen-
tury, the history of humankind was divided into two
eras due to the emergence of the Internet. And
the speed in the development of technology is gain-
ing so fast, that today, at the beginning of the XXI
century, we can talk confidently about a new era
in our history - the era of the Internet of things.
The number of devices connected to the Internet
was 500 million in 2003, by 2010 their number had
increased to 12.5 billion, and by 2025 the rollout
of over 41 billion loT devices is expected [1]. On
the one hand, it opens up tremendous prospects for
the development of society. With processing mov-
ing closer to the edge, communication and storage
costs as well as energy consumption can be reduced.
Machine learning and Al can be applied for safe iden-
tification of data patterns that impact physical pro-
cesses or businesses. However, on the other hand,
any other new phenomenon gives rise to a number
of issues. There are some issues in the legal sphere
as well, because today we have no comprehensive
solution regarding the legal regulation of relations
in the field of the Internet of Things. Some attempts
to solve legal issues in this field, mainly regarding
data protection and security were made in the EU
and USA. In the light of granting Ukraine the status
of a candidate for accession to the European Union
and the necessity to align Ukrainian legislation to
the European standards, these solutions should be
taken in consideration by Ukrainian legislator.

The state of research on the topic. Legal issues
in the field of the Internet of Things are practically
unexplored, since this phenomenon is completely
new. Among the modern Ukrainian researchers who
paid attention to the issues in the field of the Internet
of Things, we can mention O. Baranov, M. Ozhevan,
A. Biloshchytskyi, I. Doronin, E. Kharitonov, O. Khar-
itonova. However, there are very few papers in this
area, therefore the issues of the Internet of Things
require further in-depth research.

The purpose of this study is to briefly reveal
the concept of the Internet of Things, to determine
the range of issues arising in this area and pay special
attention to the international approaches to solving
legal issues in the field of the Internet of Things,
mainly those, connected to data protection.

Presenting main material. The term ‘Internet
of Things’ appeared in 1999, when Procter & Gamble
employee Kevin Ashton offered to improve the cor-
poration’s logistics with the help of radio-frequency
identification (RFID) tags [2]. However, today this
term is criticized on the grounds that the Internet is,
in fact, a proper name used to denote a global net-
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work of networks built on certain standards. While
there is still the World Wide Web (WWW) - the most
popular Internet platform that provides access to
documents and technically does not contain obsta-
cles to connect to this network of things-devices,
that is, to create networks consisting of things using
Internet technology. As critics point out, the inter-
change of concepts arose and strengthened due to
a lack of proper understanding of the differences
between the Internet and the WWW. The World Wide
Web is a distributed system that provides access
to interconnected documents located on different
computers connected to the Internet. When talk-
ing about loT, usually not just communications are
meant, but something similar to the WWW, some-
thing like the web of things. This circumstance was
realized only recently, and after that the corre-
sponding term Web of Things (WoT) appeared, which
more closely fits the idea of loT [3].

However, the term ‘Internet of Things’ was
already established by that time; it became widely
used in 2008-2009, when the switchover from
the ‘Internet of People’ to the ‘Internet of Things’
took place, because the number of objects con-
nected to the Internet exceeded the population
of the Earth. And the fact this term was already
established terminologically, causes the need to
implement it into the legal field.

One of the first international acts, which pro-
vided the definition of the Internet of Things, was
Recommendation ITU-T Y.2060 (06/2012), according
to which Internet of Things was defined as global
infrastructure for the information society, enabling
advanced services by interconnecting (physical
and virtual) things based on existing and evolving
interoperable information and communication tech-
nologies [4].

‘Things’ with regard to the Internet of things are
defined as an object of the physical world (physi-
cal things) or the information world (virtual things),
which is capable of being identified and integrated
into communication networks [4].

The Recommendation also explains difference
between ‘things’ and ‘devices’. Thus, it shows
relationship between devices and physical things
and states that the main task of a devise is support
of communication capabilities. Devices are cate-
gorized into data-carrying devices, data-capturing
devices, sensing and actuating devices and gen-
eral devices. A data-carrying device is attached to
a physical thing to indirectly connect the physical
thing with the communication networks. A data-cap-
turing device refers to a reader/writer device with
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the capability to interact with physical things. The
interaction can happen indirectly via data-carrying
devices, or directly via data carriers attached to
the physical things. In the first case, the data-cap-
turing device reads information on a data-car-
rying device and can optionally also write infor-
mation given by the communication networks on
the data-carrying device. A sensing and actuating
device may detect or measure information related
to the surrounding environment and convert it into
digital electronic signals. It may also convert digi-
tal electronic signals from the information networks
into operations. A general device has embedded
processing and communication capabilities and may
communicate with the communication networks
via wired or wireless technologies. General devices
include equipment and appliances for different loT
application domains, such as industrial machines,
home electrical appliances and smart phones [4].

Thus, when talking about the Internet of Things,
it is worth distinguishing between things as physi-
cal objects and devices, as various devices that give
physical objects the ability to connect and conse-
quently to be elements of the Internet of Things.
Such devices are usually built-in elements and, obvi-
ously, should be considered as components of a thing
within the meaning of Art. 187 of the Civil Code
of Ukraine, that is, such elements are transferred
to ownership as part of a thing without additional
notice, since the separation of such elements from
a ‘smart’ thing will turn it into an ordinary thing,
which will lead to its significant depreciation.

In the European Commission staff working doc-
ument ‘Liability for emerging digital technolo-
gies Accompanying the document Communication
from the Commission to the European Parliament,
the European Council, the Council, the European
Economic and Social Committee and the Commit-
tee of the Regions Artificial intelligence for Europe’
Internet of Things is understood as an ecosystem
where areas that have been developed as vertical
silos (manufacturing, transport, healthcare, devices,
etc.) relate to each other, thanks to common plat-
forms and cross-cutting innovation [5].

In the USA have been enabled a new legislative
act recently, loT Cybersecurity Improvement Act
of 2020, which defines Internet of Things as exten-
sion of internet connectivity into physical devices
and everyday objects. It covers devices - often labe-
led as ‘smart devices’ - that have a network inter-
face, function independently, and interact directly
with the physical world. While the Act’s definition
of loT devices expressly excludes conventional infor-

mation technology devices (for example, comput-
ers, laptops, tablets, and smartphones), it extends
to a variety of sensors, actuators, and processors
used by the federal government [6].

Thus, by now on the legislative level in the EU
and USAis clearly established, that Internet of Things
covers devices, which interact through the Internet
with help of sensors, actuators and so on, apart from
things, designed directly to complete work with
the access to the Internet, such as laptops, comput-
ers, smartphones etc.

One of the most important issues in the field
of the Internet of Things is the issue of personal data
protection.

In order to ensure the personal data protection
in the European Union, new rules for the process-
ing of personal data were developed and the Gen-
eral Data Protection Regulation (GDPR) was adopted
(Regulation (EU) 2016/679 of the European Parlia-
ment and of the Council of 27 April 2016 on the pro-
tection of natural persons with regard to the pro-
cessing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC).
The GDPR establishes a framework within the Euro-
pean Union and the UK, the right to be forgotten,
clear and affirmative consent and, in particular,
severe penalties for failure to comply with these
rules. According to that Act, companies that violate
the rules for processing personal data risk being held
accountable with fines of 20 million euros, or 4%
of the company’s annual income.

Regarding Internet of Things Art. 19 of the GDPR
can be applied, according to which the control-
ler shall communicate any rectification or erasure
of personal data or restriction of processing carried
out in accordance with Article 16 (right to rectifi-
cation), Article 17(right to erasure or ‘right to be
forgotten’) and Article 18 (right to restriction of pro-
cessing) to each recipient to whom the personal data
have been disclosed, unless this proves impossible
or involves disproportionate effort. The controller
shall inform the data subject about those recipients
if the data subject requests it [7]. Thus, the GDPR
provides for principles of data protection among
which is to ensure that personal data is processed
in accordance with the right to privacy of the data
subject [8].

The above mentioned provisions on the personal
data protection should be taken into consideration
by the Ukrainian legislator. This is necessary both to
ensure the protection of personal data of Ukrain-
ian citizens through the adoption of a similar act,
and taking into account the extraterritorial nature
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of Regulation (EU) 2016/679. The extraterritoriality
of the GDPR means that this act applies to all com-
panies that process personal data of citizens and EU
residents, regardless of the location of such a com-
pany [9].

Apart from GDPR, in the field of the Internet
of Things, the EU Cybersecurity Act (2019) and
the NIS Directive (2018) are used to enable cyberse-
curity measures.

An important point of the EU Cybersecurity Act
is that it defines an EU-wide cybersecurity certifi-
cation framework. The European Cybersecurity Cer-
tification Framework should enable the issuance
of cybersecurity certificates and statements of con-
formity for loT products, services, and processes.
Initially, manufacturers and vendors will be able to
have their products and services meet the EU cyber-
security pending standards voluntarily. However,
the certification may eventually be compulsory.

It is stated, that similar to GDPR, the Cybersecu-
rity Act provides a model that other non-EU coun-
tries and territories are following when crafting
legislation, so getting prepared now will be a com-
petitive advantage for the future [10].

The Directive on security of network and infor-
mation systems (the NIS Directive) [11], in turn,
provides legal measures to boost the overall level
of cybersecurity in the EU by ensuring: Member
States’ preparedness, by requiring them to be
appropriately equipped; cooperation among all
the Member States, by setting up a Cooperation
Group to support and facilitate strategic coopera-
tion and the exchange of information among Mem-
ber States; a culture of security across sectors that
are vital for the economy and society and that rely
heavily on information and communication technol-
ogies, such as energy, transport, water, banking,
financial market infrastructures, healthcare and dig-
ital infrastructure [10].

In the USA the main act regarding security in
the field of the Internet of Things is the loT Cyberse-
curity Improvement Act of 2020. The Act has a few
primary components for strengthening loT cyber-
security and the government’s critical technology
infrastructure. First, the National Institute of Stand-
ards and Technology (NIST) was tasked with develop-
ing security standards and guidelines for the appro-
priate use and management of all IoT devices owned
or controlled by the federal government and con-
nected to its information systems. This includes
establishing minimum information security require-
ments for managing cybersecurity risks associated
with these devices. In formulating these guidelines,
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NIST had to consider its current efforts regarding
the security of loT devices, as well as the ‘relevant
standards, guidelines, and best practices developed
by the private sector, agencies, and public-private
partnerships’ [6].

Thus, both, European and American legislators
pointed out the necessity to standardize items,
which can be elements of the Internet of Things. The
discussion on standardization in the field of the Inter-
net of Things has lasted for several years. Specialists
in the field of loT have actively discussed the need
to coordinate the coexistence of various devices by
introducing open certification of loT products [12].
According to researchers, the introduction of cer-
tain standards in the field of the Internet of Things
would also help to solve the problem of coordinating
the coexistence of various components of the Inter-
net of Things. Thus, it was noted that the proprietary
and closed systems of the Internet of Things must
give way to a more open space. A situation where
there are many different non-standardized devices
is similar to a situation where, for example, each car
manufacturer would use its own control system, one
car would have a steering wheel, and another would
have a joystick or control panel. Or if e-mail systems
were incompatible, and the telephone could not be
used to call numbers of other operators, and differ-
ent brands of household appliances required differ-
ent types of water or electricity connections. Like-
wise, in a closed or proprietary Internet of Things
world where devices are not connected to each
other, a homeowner will not be able to control
lights, security, thermostat, locks, etc. from a cen-
tral app or control panel. The need for standards for
the Internet of Things was recognized several years
ago. At that point, the Association for Standardiza-
tion has developed a number of standards and proto-
cols designed to help the development of connected
systems [13]. Nowadays, these considerations were
taken into account on the legislative level.

However, there’s no national loT cybersecurity
regulatory framework nor a comprehensive set
of standards in the US. At the same time, California
was very progressive in this field. California legis-
lature passed a new loT security law in 2018 that
became effective on 1 January 2020. This became
the first loT-specific security law in the USA. The law
defines new security requirements for loT devices
connected directly or indirectly to the Internet with
an IP or Bluetooth address. It requires that these
devices sold in California be fitted with ‘reasonable
security features.’ The security features should pro-
tect both the loT device and the data it contains,
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in particular, if the device integrates a password,
it must either be uniquely linked to that device or
require the user to set their own password during
the initial setup [10].

Such a law in California was very likely condi-
tioned by the case of D-Link. Thus, on January 9,
2017, the US Federal Trade Commission filed a law-
suit against the Taiwanese company D-Link for failing
to ensure the security of its products, leaving them
vulnerable to hacker attacks. According to the law-
suit, D-Link failed to implement the necessary secu-
rity mechanisms in routers and video cameras that
connect to the Internet, thereby putting the safety
of thousands of consumers at risk. The reason for
the lawsuit was the use of unprotected loT devices
by cybercriminals to create botnets that were used
for powerful DDoS attacks. These include, in par-
ticular, the Mirai botnet, which consists of routers,
webcams and video recorders with untrusted fac-
tory passwords, which was used to launch the most
powerful DDoS attacks in history. At the same time,
D-Link used advertising to mislead users about
the security of its products, claiming that all secu-
rity measures against known threats, including
immutable passwords, were taken. Thus, as a result
of the manufacturer not taking care of the security
of its software, its products allowed hackers to mon-
itor the location of users in order to commit theft or
other crimes [14].

Conclusions. For the purpose of proper legal
regulation of relations in the field of the Inter-
net of Things, it is necessary, first of all, to define
the concept and structure of the Internet of Things
at the legislative level, since various components
of the Internet of Things require their own legal reg-
ulation (separately for physical objects, software,
access to Network, hosting services, etc.). When
implementing the definition of the Internet of Things
to Ukrainian legislation, the European and Ameri-
can approaches should be taken into account. The
concept of the Internet of Things covers devices,
which interact through the Internet with help
of sensors, actuators and so on, apart from things,
designed directly to complete work with the access
to the Internet, such as laptops, computers, smart-
phones etc.

Among legal issues which arise in the field
of the Internet of Things the most important is data
protection and security. With this regards such leg-
islative acts from the EU and USA might be guides
for Ukrainian legislator: GDPR, the EU Cybersecurity
Act and the NIS Directive (European level) as well
as loT Cybersecurity Improvement Act of 2020 (USA)

and California loT cybersecurity law. According to
the last ones, the necessity of certification and stand-
ardization for the appropriate use and management
of all loT devices was recognized.

However, it should be mentioned that excessive
government intervention in the regulation of rela-
tions in the field of the Internet of Things may hin-
der the development of technology. Considering
that, to ensure information security in the field
of the Internet of Things it is necessary, first of all,
to apply self-regulation, which should be ensured
through close cooperation between technology com-
panies and civil society. This minimizes government
intervention in this area, which will contribute to
the rapid development of innovative technologies.
However, according to the European as well as
American approaches, some common standards for
the loT devices should be implemented on the leg-
islative level.
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